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1.2.2

1.2.3

ERCE 802.1x Hif, A2t 802.1x Thaefline, fHH a4 rl LAHEE 802.1x:

we =:y)

dot1x enable {f§5802.1xThEE

N F Ay 4] LLS 3 802.1x WA IIE:

PN B
dot1x port-control auto i B 3t 11 29802, 1S A TF AR X, o

aaa authentication dot1x {default |[list | it & 802.1xHIAAAINIE .
name} method

e PE 802.1x #2773, W AERE LI BAR A R A R iR — A4

W By
dot1x port-control auto ¥t 1153 57802 1A IE
dot1x port-control force-authorized vty g AR E L .
dot1x port-control force-unauthorized Uiy [ R A UEAS 8T

BLE 802.1x Z A FIAILE

802.1x Hify 115 1] 48 fil] 22 T BN F P b AT L, JeAd 2 A gE R B #E 4T YOIE A o
), BRAERT— N R HANE . ViR . S2br b, AES DR RE S 2 AN P AE
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P 802.1x £ T WL HAIE, ] AFESE I RC B N AR — i
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dot1x authentication multiple-hosts & E802.1x% T ML Iy iR, R —H

JNEEE, o Htup.

dot1x authentication multiple-auth W E802.1x% T ML I YIER . BANH A
WEZ (B B AR,
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JRSHEAETRE, 2w B PUG, R 2 B IR 80 ) AT GRS K
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PN A
dot1x re-authentication JA B EWIET)RE.
dot1x timeout re-authperiod time fic & EVGE R A

124 FEE 802.1x MIIAMIEEIR X

HEWEREZ 5, THHLE 9 S K% request/ID 7R A RRIME, 248 iZEm
WIESE, BPHUKRREA MR, AEH g,

o B = R AER B D RE, AT LAER] R d a2

PN B
dot1x reauth-max time (WINPT RN/ €&
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VT B 38 MRIE R ML W N

o BRI, AT LS R A i

L D
dot1x timeout tx-period time W E802. A S RIEMH

126 BLE 802.1x BR4E
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oS B
dot1x user-permit xxxz e & 0 N gRE A .
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1.2.8

1.2.9

1% 802.1x i O AIAIES R

802.1x AERS I LI FEAIESR A, %2R0 b e AAA {H Chap ¢ Eap A ilF(eap
NIESZ#F md5-challenge i1 eap-tls 77 3X); {1/ Chap K MD5 ft 7 ] challenge ¥
fEAM =4, Wi Eap i challenge K 7EMEAR %5 85 Fr=ds; &F—A um A
—FPAEZRAL, BRIAE UL R 2288 4 R L B I VGESE A, M O ECE TGRS
RURE At — B I VGIEZR AL, BRAE(EH No i 2k S 2B IME

eap-tls X FHl ML 7 IE 5 1E N AAE SEAE, 1 tis(Translation Layer Security)
handshake Wy HIE, BAHEHF 22,

P B AUESRAY, AT DLAE 4 R 0 AR S 3 R T ) i &

#e B

dot1x authen-type {chap|eap} & Fchapikeap.

R AR 22 VG AR 2T A5 P T A i 2

w4 B
dot1x authentication type {chap|eap} 1 FchapEeap s fii 4% )5 T~ I HC B 2K AL,

Ac & i O #Y mab TAE

5% ity £ JCIE S 802.1x 2% v AR, 2 3 AL Al Mab(MAC Authentication
Bypass)MIET 20, K4 il 15 % 1 mac shhbfE Sy H P 42 %65 k4 radius AR 55 85 i3t
ATINIIE -

ER: AL LA LLE T dot1x mabformat iy & f8 2 K 5 & 15 k% 3, # 2 5 radius
k5% 5 BB E 3.

JFJE mab MIREJE, a6 i % & BE A K% eapol_start $R 3C, A 1 N
request_identity & 3C, IS, AL N I 15 56 A SCHRE 802.1x TAUER i, %
1M mab TAE I FE o A 3ATLRE SR R (1 1 45 160 mac HhuhiEAE v P 44 FI 2R R Ik 45
radius 5545 AT UE, WIERTE radius %5 #% b &A% mac Hilik, WWE ST,
AL T P S %0 1 1) R 4%

ER: 8 mab MERN, AEERMEE multi-auth 2 FEHLIERR.
JFa mab AE, ] PLAERE D B AR N N a4

#e B

dot1x mab s 1 _EJF B mabiliETh g

A DATE 4 Ja) e BSR4 T TR i 2 S B mac ik A% oK

e B
dot1x mabformat{1]2|3|4|5|6} AT D3k 3 % 201 A% 6 2 18] 11 75 A mac Hh 1k

A g —Fh. BRI,
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KHI dottx VAR, 7 DAEEAT ek, sEBLMLEE, £ dottx AR e, T
FETAEZIERE DN T ViCIKDiRE, WRE, MAEA AAA #2 DR IEIKIE R, 1E
ez AAA BLER TS SR BRENE B, 3% 1 4 m] DUE R O

TEIK 775 AT DR AAA it B A & Fcik ik, M EIES S AAATCE .

N7 PRUEIC IR AS B ER T, R Rk ITAR S, dot1x 2 i BIVE B4 A AAA H2 101 [
server ¥ K i% update /5 5., {HARTE AAA BLE AR, AAA BB 2 75 HIE R ik
L

[Ei, iEFTIT dot1x EANUEThAE, #i# supplicant IR H I, AEMs R A HbLENm% .

N T HTIT dottx LMK D e S e AL KR A (K535, AT BAAE 3R i B AR (8 R
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we Sl:h)

dot1x accounting enable FTHF802.1xic Mk Th i

dot1x accounting method {method name} | Ft B itk /77, 48 Ndefault
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Guest-vlan Dy fE ] LAFE 7 i B WS, 48 T A N A R 105 I BLRR. (ol tn R
HE P ). Guest-vlian 7 LU RG AT — N OB E R vian, WREEM
guest-vlan i 2 1% %A, MZug O JCiEREN1Z guest-vian.

EE: MER WA 7T R AR,

4 iR 4T guest-vian ZhfE, i N4

#e B

dot1x guest-vlan TEFTA i 1 T H guest-vianTh g

WIBEIE, &35 ) guest-vian id 24 O, 0k BT I 742 5 guest-vlan Thag, A
EIEH, HAEEROREMRA N, BE T guest-vianid &, guest-vlan 7 #2/F .

Uiy A5 R AEH T iy 2B & guest-vian id:

we B
dot1x guest-vlan {id(1-4094)} 7L 3 11 iic B guest-vlan[¥jVlan id

218 ZMK8Y Supplicant

A%\ EIIAT 225K N 4% & 0 2% 1 Supplicant 3, B IEARFER KA. AT LRI OO0 B A R
N R TH 4

L L
dot1x forbid multi-network-adapter LA £ 5k W 4% 38 lic 2% 11 Supplicantiii .
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R i) 4 REC B VR S ZIBARC B . 7] DAAE 42 Jm e B R A F 7 T 0 g >«
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dot1x default K &R E B IR BN E .

1.2.14  H5¥% 802.1x INIEEL EFRTS

AT I 802.1x MIEEL B AVIRE, hEMiA> 802.1x S 475 ELA %L, w DAYE 4 1
AN TMEH T4

e By
show dot1x { interface|statistics } 802. I IIFFL B FRAS .
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A
O -
o
=
Radivg {Server

G0/6

Host A 552 ¥ ML 1 GO/2 #Hi%, Host B 5384113 1 GO/4 FHi%, HostC 5
AL 11 GO/6 #Hi%E, radius-server host (¥ ip il 192.168.20.2, radius [¥]
key N TST; %ii [T GO/2 B IEAE A FE 1) radius AEIF ELAEH 7 482 FJT i3 id
MK ThRE A EIAIEThAE, i 1 GO/4 FIVAEAE A M) AE B Al - 48 e, {HH eap
M, FEHJEH T Multi-hosts F1H & guest-vian Zhfg, ¥ H GO/6 f# FH mab AL,

mac Hi}ik#% )y AA:BB:CC:DD:EE:FF.

ERNECE

username switch password 0 TST
username TST password 0 TST
aaa authentication dot1x TST-G0/2 group radius
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aaa authentication dot1x TST-G0/4 local

aaa authentication dot1x TST-G0/6 group radius

aaa accounting network dot1x_acc start-stop group radius
dot1x enable

dot1x re-authentication

dot1x timeout re-authperiod 10

dot1x mabformat 2

dot1x guest-vlan

interface VLAN1

ip address 192.168.20.24 255.255.255.0

!

vlan 1-2

radius-server host 192.168.20.2 auth-port 1812 acct-port 1813
radius-server key TST

im0 GO/2 MELE

interface GigaEthernet0/2

dot1x port-control auto

dot1x authentication method TST-G0/2
dot1x user-permit radius-TST

dot1x accounting enable

dot1x accounting method dot1x_acc

im O GO/4 WECE

Interface GigaEthernet0/4

dot1x authentication multiple-hosts
dot1x port-control auto

dot1x authentication method TST-G0/4
dot1x guest-vlan 2

im0 GO/6 RELE

interface GigaEthernet0/6
dot1x mab
dot1x authentication method TST-G0/6
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