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1.1

B1E PRSI A

Filteri§fid

NPRIER L1 G2 S BRI, A ORI P LR B ) B (IR AR, 3R] DKM A2 ik
PFLARF gt 7 BB e (Filter),  FH T i b A7 hsr U A4

Filter BERE 1M 22 e Loty 11 Bl I SC,  FF4a R SR AT Geit . &Fxd B R L2
HE A, Filter 7] PAGL i1 — LR TR Py AN FEHL R IER ARP.  IGMP 8035 IP i SCIEH
— HEEHHEIR, W& EARE R ZENRR .

Filter i ik [H 28 Y5 b 1k 1) 07 2CBR #1) oK B 45 € PR SC. XFT ARP Xili, Filter FH 27
MAC Hidik: %t T IP 288 Ty, Holn Ping 94 11 TCP/UDP i 1494, Filter <3 %2
V5 1P ik

1.2 Filterg9#=3{

Filter fR kg 1 2L an iy BR | O 220 58 BB IR, A PO X T DA £
o  JHihERFHZE (Raw):

Raw BExUR,  MHiE B IR JT 46, AZHAL 2 R TG BOE OB ZET 1H) (block-time) A
ZIRBBEIRAIRSC . B PLIER A2 Ja,  H SRR Bl i bk R 1, 5 3hHr
—ie gt

Raw 15 3™ 8 4% I8 R o bl PHZE 4R . Bedn, ZEXGR VR MAC shhb g pH2E Y 5, B R
MAC Hubl 2T iZ bl 3R 52, Toie ARP. ICMP. DHCP B{H 2k, #iahh £,

®  GbhERHIEINE W, BURKIREAELL (Hybrid)

PHZERIR 2 Ja, S HL Ak S0 ok B ORI SCEAT T80 IR TS B8 f A8 Wi TA)
(Polling Interval) 33k i 45 21X B i [A] SO U328 BRSO R 5 AR I PR ), 5B i
BRI, UL B IR ARAF A, WIARFFFHIEIRGS, A B BR ], W Bl vl e L2 4%
Ab, U EARRRPHZE . AEIR AN, AT LR R 5 SO I 4 SRR 1 4 H Ange
HSL A I AR R SCRR 4 H 20 S5 HEAT BC B

N T RN BRI gegt i, IR G AR LI Yt Ik 1 Rl & DL RC R oSCR A . e,
— & FHLE KA ARP Brdiimipi fH%E T MAC Hidik, FBRAEZ NS RAAAELE 1P B,
TR HZ BT IP ARSI IR A B K

AR N A B3 Filter AR, KAy B0 Mo AT )™ M A0, AR DBk e A 4t
HLCPU [ti4H, 5 Raw #830;  Wn R Ay B8 503 42l Mol IR drdids ik Je )RR
PRE EHLAESE, TR, FEERRE, REBSHNLAENE TR Filter 21
HARA R, EREACHRELT, = H30{EH Raw 52X H R .
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2.1 PFFUERHRIEEESSIFR

A6 BN =45 € I 8] (] B% A KA IGMP, ARP B3 1P 4R SO I T TR, A A
NEXT LG T B

Filter S RRIESE TR E G0 IR KA (ARP, IGMP, 1P %5, W B Bods T A8 1 v -1 A1 2
S, WP E AT R B AR

[ ] W= 2%
® L&Y A
[ ) 1 T RE

22 MHIEWEERE

221 MMEBXRFHHENESH

FEAZ BN A R ERAT, B NI E Filter FIRNIZ4.
we Sl:h)
BEN A JRE B AR
HiC B R A 0 time, SLAERAD

Switch# config

Switch_config# filter period time

Switch_config# filter threshold

[arp | bpdu | dhep | igmp [ ip | icmp ]
value

e B MR SO R R B Gl A T 1R Ay value
3o

Switch_config# filter block-time time

Hie 7 Raw 152X T o Bty Y b ik 398 47 [HL 28 Fey i
a8, DA AL,

Switch_config# filter polling period time

B B Hybrid 0T A A B B IR R A 3,
(VU

Switch_config# filter polling threshold
[arp [ bpdu | dhep | igmp | ip | icmp ]

value

HE B Hybrid #5 5XCF8 4G 25 I ) B0t dh SCTTBR
He.

Switch_config# filter polling auto-fit

fic & Hybrid % 50 4 ] £ & 1 period 1
threshold 24§ H 3l)3& b B Y5 I 1 X6 o2 2
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222 BEERERNER

FE 4 R A LV EC BT, (8 T A9 i 4 TC B e A SR AR

W By
Switch# config N4 R B
Switch_config# filter dhcp 42 )7 JA B DHCPHR SC B sl «
Switch_config# filter icmp A BNICMPH LB ks il -
Switch_config# filter igmp B BNIGMPHR S B Al o
Switch_config# filter ip source-ip 4 JR AN PICE R
Switch_config# interface intf-name NS L B A
Switch_config_intf# filter arp JA B3 R ARPHR S B A6l
Switch_config_intf# filter bpdu J& B 1 I BPDUR SC Ik A6
Switch_config_intf# filter dhcp JA Zhi 1 DHCPHR SC B A i
Switch_config_intf# filter icmp Ja Bhis I ATICMPAR LR A6
Switch_config_intf# filter ip source-ip Jo i 1A 1P SC G

T BA

ARP ¥ — A “F A/ MAC Hihb+kEsw 0 ” — nHEN — PN HR. gk 2h, A
T AR # MAC i (E R [E 3 BRI X, A 2H B ir. T IGMP f IP 3K 47
B “ENIP+RFERD” EHKETE.

HEE:
1. ik IGMP & &4 ik IP k& 3h 6 Fee [/ B B 56
2. IP. ICMP #1 DHCP R XX % 4 il % & B Bt £ 2 f Fosy D X B E 2 J5 A4 & o

223 BRAMBILEXREINGE
B T (A S RO B e e R, ST LUS ZhB R TR T . RER R, BRI
5 T 8 2 75 L RE /D D T BT R

TS B

Switch_config# filter enable J& F B 1L B phgE

Switch_config# filter mode [ raw | hybrid ] fic B Filterfy =0, Rawal3& Hybrid.

i/l no filter enable 1%, KHAKERMDIRE, I HARER I A 4 B 28 A Bt
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LR EBaE DRSS, AT RAGER T 2 BRI D RE R LR
@ B
show filter 5 Filterfly 24 B . W L9k O Pt DL 2 I
TEG IR H
A Filter(ty S50 B AN 1.

show filter summary
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WER:
AFE AW TEEAEE Fiter 5%, HAXSHEWERN, F4% LT ALH
1B T =

3.1 {EMFilter ARP{RIF S

W ER, EASHHL Switch I E Filter B 1k ARP Xk .

BCE Filter F24,  FIWrBGRIEAIARAEDY EHL 10 #ooh A ikt 100 4> ARP 4R 3C:

Switch# config
Switch_config# filter period 10
Switch_config# filter threshold arp 100

fic B YA 11 ARP B 460 «

Switch_config# interface range g0/1 — 4
Switch_config_intf# filter arp

fid & H Raw #3, #RJ5 )33 Filter:

Switch_config_intf# exit
Switch_config# filter mode raw
Switch_config# filter enable
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3.2 {EMFilter IPRIP=E ML

W B FR, AL Switch EEZ AR kS5 a, FERSI T HREE D 1P
RCHdT, AT DA WS 1 1P 4948, AT FELE BitTorrent 45 T B £ 45 I 8] B E

KE NI IEH
LAN 1
S 2/1 . ( J
° Switch )
- Vlan 100 /
y& G1/3
bq Vlan 20
G3/1
PN Vlan 101
( Internet

Mo & Filter 24, FIWr B IR AObRHEN 1 738 300 4> IP 4R 3C:

Switch# config
Switch_config# filter period 60
Switch_config# filter threshold ip 300

84 R A AR T R 3 1P RO, RO SRR 55 45 AN A R ) 3 1 S e B L -

Switch_config# filter ip source-ip
Switch_config# interface g1/1
Switch_config_g1/1# filter ip source-ip
Switch_config_g1/1# interface g1/3
Switch_config_g1/3# filter ip source-ip
Switch_config_g1/3# exit
Switch_config#

J& 3 Filter:

Switch_config# filter enable
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